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Agenda No. 11 

To approve necessary expenditure for the upgrade of the telephone system and provision 

of services to the Mayor’s Parlour 

Background: 

Decision to convert the Mayor’s Parlour into an office for the Town Clerk 

Requirements 

IT connections & telephone connection 

 

The IT consultant was asked to survey the room for the provision of the necessary 

services and connections to allow the Town Clerk to work from this room. 

The telephone service provider also visited the Guildhall and provided a report with his 

recommendations which is attached. 

This work was quoted for as part of a wider review of IT and telephone services which is 

being undertaken with regard to  

1. the expansion of the Town Council to different operating locations within the town 

as devolution progresses 

2. the impact of the new GDPR regulations 

The specific requirements for the Mayor’s Parlour are as follows: 

 White CAT5e cable to be discreetly run into the Mayor’s Parlour cupboard 

 Installation of Gigabit POE switch into parlour cupboard 

 Installation of 2 network points into the Mayor’s Parlour 

Whilst this work could be done as a standalone project it is more cost effective to upgrade 

the entire telephone system (which has not been done since the refurbishment of the 

Guildhall in 1998) to a more modern, appropriate and professional system that will allow 

for expansion as the organisation grows. This can also then form a part of the IT upgrade 

required to comply with the GDPR requirements and the needs of the expanding council 

staff base. 

Efficient Comms:  

At present STC use a disjointed collection of networks to meet their communication 

needs. 

There is a requirement for new system, to more efficiently manage the current needs, 

cabling requirements to provide access to currently unavailable areas, with the possible 

requirement of incorporating additional sites in the future. 
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The phone requirements are additionally for 7 handsets, and analogue lines, but any 

system will need SIPi compatibility for future proofing against the BT ISDN shutdown. 

The system has a maximum capacity of 100 ports, so future expansion is not an issue. 

Costs: 

Total phone system installed: 2122.00 

Total network installed:  1315.00 

Total installed cost   3337.00 

All prices quoted exclude VAT 

 

i Session Initiation Protocol 

The Session Initiation Protocol is a communications protocol for signaling and controlling multimedia communication sessions in applications of Internet 

telephony for voice and video calls, in private IP telephone systems, as well as in instant messaging over Internet Protocol networks. 
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Agenda No. 12 

 
 
 
 

General Data Protection Regulation: 

a. GDPR Officer and Senior Information Risk Owner (SIRO) appointment 

b. Staff training 

c. Policies and Privacy Impact Statement 

d. Budget provision 

e. To consider an information audit 

f. To consider a report to upgrade the server to allow STC to be GDPR compliant 

Background: 

New GDPR comes into force 25th May 2018 replacing the 1998 Data Protection Act 

What has changed: 

 Greater clarity over the use of personal data 

 Proof of consent required for data sharing 

 Enhanced right of access for data subjects 

 Mandatory breach disclosure within 72 hours 

 A requirement to appoint a Data Protection Officer 

Key point: 

Under the new legislation the TC has a duty to only hold information which is needed and 

cannot use information gathered for one purpose for any other purpose without specific 

approval.  

Note: 

The ICO is aware of the burden of the legislation on the public sector. Provided the council 

is working towards compliance the ICO has made it clear that they will be satisfied.  Total 

compliance on day one is not expected but this does not detract from the point that the 

work has to be done. 

 

a. GDPR Officer and Senior Information Risk Owner (SIRO) appointment 

Key points: 

The Council as a corporate body is the ‘Data Controller’. 

A Data Protection Officer must be appointed. 
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The Clerk will be the Data Protection Officer (DPO) and Senior Information Risk 

Owner.                                   

(Note: CALC are working on a joint scheme with Simon Mansell which will meet 

the criteria for the Clerk to act as the DPO.) 

Action required: 

1. The Town Council should delegate its full obligations as Data Controller to 

an appropriate committee of group of members. 

This group will set council policy on data management, audit the security of 

council held data, maintain registers of information held and audit the 

security of personal data held. The Clerk as DPO should have no role in 

agreeing policy but continue to provide independent impartial advice for the 

council to make the decision and set the policy. 

2. Appoint the Clerk as Data Protection Officer. 

 

b. Staff training 

 

Key staff are attending CALC run training. All staff are being given in house training 

and are undertaking information audits. Data awareness training is ongoing. 

Particular focus on Privacy Access Impact Assessments and consent. 

 

c. Policies and Privacy Impact Statement 

 

These are currently being drafted.  

Considerations include: 

 

Privacy notices 

Data retention policy (Finance documents already covered.) 

Disposal Schedule 

Policy for handling information including consent procedure (this must be explicit 

consent, not assumed/opt out) 

Procedure for Subject Access Requests (SARs) 

Data Breach Management procedure 

 

d. Budget provision 

 

 Training costs 

 Replacement of shredder in reception to high volume security cross 

shredder – Rexel Auto+ Micro cut shredder £385.79 + VAT 

 IT/Telephone system (see previous item & below) 
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 Lockable office cabinets for all staff to ensure clear desk policy can be 

adhered to – example cost £125 + VAT  

 

 

e. To consider an information audit 

Note: Information held includes all digital documents, not just paperwork 

 

Advice from CALC is that all old papers, information and documents no longer 

needed should be destroyed. 

 

An audit of information held is ongoing. All staff have been asked to undertake a 

review their mailboxes and documents held on their pc, keeping information no 

longer than necessary and ensuring that when deleting the full trail is included 

(inbox, sent items). 

 

 

f. To consider a report to upgrade the server to allow STC to be GDPR 

compliant 

The aim is to secure the IT system at the highest possible level against data 

leaks/attacks. 

The server is due to be upgraded and this is also an opportunity to streamline the 

system as the organisation grows whilst also addressing the additional system 

security needs required by the GDPR legislation. 

Following a meeting to discuss requirements with the current IT provider the 

attached recommendations were proposed. 

In summary: 

 the mail system for both staff and councillors will have additional security  

 it is advised that all staff should have named email accounts rather than the 

current generic titles 

 Moving all users to a cloud based system (the data storage is Europe 

based) using Windows 365 will ensure everyone is using the same (and 

most up to date) system. Currently some pcs are running different versions 

of Office which can cause confusion and compatibility issues. Those 

members of staff working remotely will also find the syncing issues currently 

experienced are resolved. 

 Currently in place and to continue: intrusion detection systems (Symantec 

Endpoint), email filtering, off-site backup, Firewall. 
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It is recommended that the server is installed in a lockable cabinet in the current room 

used by the Grounds and Premises Warden.  

It is recommended that if the telephone system is to be upgraded and IT provision made 
to the Mayor’s Parlour the work should be undertaken at the same time to allow 
installation to be done with minimum disruption 
 
 
 


