Saltash Town Council Public reports pack Meeting: P & R Committee
Date: 18.09.18.

Agenda No. 18

Appointment of a Data Protection Officer

Feviewing Microshade quote and the Senior Policy and Data Compliance Officer
workload | recommend that Microshade be appointed to act as the Council's DFO on
a 12-month contract providing the following data audit services and that this be
reviewed at the end of the 12-month period:

1. Provide a data audit as described in section 1.1 of the quote - £695.00 (basic
training session provided FOC)
2. Provide DPO services as described in 1.2 of the quote - £500.00

Due to the initial amount of work involved to bring the Council up to the required
standards | recommended appointing Microshade because the Council still remains at
a ‘working towards’ stage.

Appointing Microshade will ensure that the Council will be able to meet all the criteria
set out by the new GDFPR leqgislation.

Other Town and FParish Councils consider the appointment of a DPO value for money
in the initial stage of the new GDFPR leqgislation.

The owner of Microshade is a Town Clerk with a wealth of Public Sector experience.

Office Manager

Saltash Town Council
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Saltash Town Council
Information Security Policy

Introduction

This policy document encompasses all aspects of security surrounding confidential
information held on council information and telecommunication systems, including the
handling of sensitive customer information. Employees should also refer to the
Management of Transferable Data Policy and the Information and Data Protection
Palicy.

All employees must read this document in its entirety and sign the attached form.

The document will be reviewed and updated on an annual basis or when relevant to
include newly developed security standards.

Information Security Policy

The Council handles sensitive customer information daily. Sensitive Information must
have adequate safequards in place to protect the customer data, customer privacy,
and to ensure compliance with various regulations.

The Council commits to respecting the privacy of all its customers and to protecting
any customer data from outside parties. To this end the Town Council is committed
to maintaining a secure environment in which to process customer information.

Employees handling sensitive customer data should ensure that they:

* Handle council and customer information in @ manner that fits with their
sensitivity and classification;

. Limit personal use of the Council information and telecommunication systems
and ensure it doesn't interfere with their job performance;

. The Council reserves the right to monitor, access, review, audit, copy, store, or

delete any electronic communications, equipment, systems and network traffic
for any purpose;

. Do not use e-mail, internet and other Council resources to engage in any action
that is offensive, threatening, discriminatory, defamatory, slanderous,
pormographic, obscene, harassing or illegal;

. Do not disclose personnel information unless authorised:;

. Frotect sensitive cardholder information;

. Keep passwords and accounts securs;

. Request approval from management prior to establishing any new software or
hardware, third party connections, efc.;

. Do not install unauthorised software or hardware, including modems and
wireless access unless you have explicit management approval;

. Always leave desks clear of sensitive data and lock computer screens when
unattended;
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. Information security incidents must be reported, without delay, to the individual
responsible for incident response locally — the Senior Policy and Data
Compliance Maonitoring Officer.

All employees have a respansibility for ensuring the Council's systems and data are
protected from unauthorized access and improper use. If you are unclear about any
of the policies detailed herein you should seek advice and guidance from your line
manager.

1. Network Security

A high-level network diagram of the network is maintained and reviewed on a yearly

basis. The network diagram provides a high-level overview of the cardholder data (]
environment {COE), which at a minimum shows the connections in and out of the CDE.

Crtical system components within the CDE, such as FOS (point of sale) devices,
databases, web servers, etc, and any other necessary payment components, as
applicable should also be illustrated.

In addition, ASY should be performed and completed by a PClI S5C Approved (]
Scanning Vendaor, where applicable. Evidence of these scans should be maintained
for a period of 18 months.

2. Acceptable Use Policy

The Council's intentions for publishing an Acceptable Use Policy are not to impose
restrictions that are contrary to the Council's established culture of openness, trust
and integrity. Management is committed to protecting the employees, pariners and the
Council from illegal or damaging actions, either knowingly or unknowingly by
individuals. The Council will maintain an approved list of technologies and devices and
personnel with access to such devices as detailed in Appendix C.

» Employess are responsible for exercising good judgment regarding the
reasonableness of personal use.

+ Employees should take all necessary steps to prevent unauthorized access fo
confidential data [which includes card holder data).

+ Keep passwords secure and do not share accounts. Authorized users are
responsible for the security of their passwords and accounts.

« All PCs, laptops, workstations, tablets and mobile phones should be secured
with a password-protected screensaver with the automatic activation feature.

« Al POS (point of sale) and PIN entry devices should be appropriately protected
and secured so they cannot be tampered or altered.

« The List of Devices in Appendix C will be regularly updated when devices are
modified, added or decommissioned. A stockiake of devices will be regularly
periormed and devices inspected to ideniify any potential tampering or
subsiitution of devices.

P
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» Users should be able to identify any suspicious behaviour where any tampering
or substifiuiion may be performed.  Any suspicious behaviour should be
reported accordingly.

+ |nformation contained on portable devices and computers is especially
vulnerable, special care should be exercised.

« Employees must use extreme caution when opening e-mail attachments
received from unknown senders, which may contain viruses, e-mail bombs, or
Trojan horse code. Suspicious emails not picked up by the installed antivirus
software should not be opened but referred to the IT consultant.

J. Information Classification

Data and media containing data must always be labelled to indicate sensitivity level.

Confidential data might include information assets for which there are legal
reqguirements for preventing disclosure or financial penalties for disclosure, or
data that would cause severe damage to the Council if disclosed or modified.
{Confidential data includes cardholder data.)

Internal use data might include information that the data owner feels should
be protected to prevent unauthorised disclosure.

Public data is information that may be freely disseminated.

4. Protect stored data

Customer payment details
«  Any sensitive card data that is no longer required for business reasons
must be discarded in a secure and irrefutable manner.
* |i there is no specific need to see the full Permanent Accouni Mumber
(FAM], it must be masked when displayed.
« Unprotected Permanent Account Numbers should never be sent via end
user messaging technologies.

It is strictly prohibited to store:

1. The contents of the payment card magnetic strip (track data) on any
media whatsoever.

2. The CVWV /CVC (the 3 or 4-digit number on the signature panel on
the reverse of the payment card) on any media whatsoever.

3. The PIN or the encrypted PIN Block under any circumstance.

h. Access to the Sensitive Customer Data (including Cardholder Data)

Information Security Policy v1 DRAFT
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All Access to sensitive customer data should be controlled and authorised. Any
job functions that require access to cardholder data should be clearly defined.

G.

Any display of the card holder should be restricted at a minimum to the first &
and the last 4 digits of the cardholder data.

Access to sensitive cardholder information such as PAN's, personal
information and business data is restricted to employees that have a
legitimate need to view such information.

Mo other employees should have access to this confidential data unless they
have a genuine business need.

If cardholder data is shared with a Service Provider (3™ party) then a list of
such Service Providers will be maintained as detailed in Appendix C.

The Council will ensure a written agreement that includes an
acknowledgement is in place that the Service Provider will be responsible for
the for the cardholder data that the Service Provider possess.

The Council will ensure that a there is an established process, including
proper due diligence is in place, before engaging with a Service provider.
The Council will have a process in place to monitor the PCI DSS compliance
status of the Service provider.

Physical Security

Access to sensitive information in both hard and soft media format must be
physically restricted to prevent unauthorised individuals from obtaining sensitive
data.

Media is defined as any printed or handwritten paper, received faxes, floppy
disks, back-up tapes, computer hard drive, etc.

Media containing sensitive cardholder information must be handled and
distributed in a secure manner by trusted individuals.

Visitors must always be escoried by an employee when in areas that hold
sensitive cardholder information.

Procedures must be in place to help all personnel easily distinguish between
employees and visitors, especially in areas where cardholder data is
accessible. “Employee” refers to full-iime and pari-time employees, temporary
employees and personnel, and consultants who are “resident” on Council sites.
A tvisitor” is defined as a vendor, guest of an employee, service personnel, or
anyone who needs to physically enter the premises for a short duration, usually
not more than one day.

A list of devices that accept payment card data should be maintained.

The list should include make, model and location of the device.

The list should have the serial number or a unique identifier of the device

The list should be updated when devices are added, removed or relocated
P05 devices surfaces are periodically inspected to detect tampering or
substitution.

Personnel using the devices should be trained and aware of handling the POS
devices

Information Security Policy v1 DRAFT
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« Personnel using the devices should verify the identity of any third party
personnel claiming to repair or run maintenance tasks on the devices, install
new devices or replace devices.

« Personnel using the devices should be trained to report suspicious behaviour
and indications of tampering of the devices to the appropriate personnel. A
“visitor” is defined as a vendor, guest of an employes, service personnel, or
anyone who needs to enter the premises for a short duration, usually mot mare
than one day.

« Strict confrol is maintained over the external or internal distribution of any media
containing card holder data and must be approved by management.

« Strict control is maintained over the storage and accessibility of media.

¢ Al computers all that store sensitive cardholder data must have a password
protected screensaver enabled to prevent unauthorised use.

7. Protect Data in Transit

All zensitive cardholder data must be protected securely if it is to be transported
physically or electronically.

« (Card holder data (PAM, track data, efc.) must never be sent over the intermnet
via email, instant chat or any other end user technologies.

+ [ there is a business jusfification to send cardholder data via email or by any
other mode then it should be done after authorization and by using a strong
encryption mechanism (i.e. — AES encryption, PGF encryption, IPSEC, etc.).

« The fransportation of media containing sensifive cardholder data to another
location must be authorised by management, logged and inventoried before
leaving the premises. Only secure courier services may be used for the
transportation of such media. The status of the shipment should be monitored
until it has been deliveraed to its new location.

8. Disposal of Stored Data

« All data must be securely disposed of when no longer required by the Council,
regardless of the media or application type on which it is stored.

« An automatic process must exist to permanently delete on-line data, when no
longer required.

« All hard copies of cardholder data must be manually destroyed when no longer
required for valid and justified business reasons. A quarterly process must be
in place to confim that all non-electronic cardholder data has been
appropriately disposed of in a timely manner.

« The Council will have procedures for the destruction of hardcopy (paper)
materials. These will require that all hardcopy materials are crosscut shredded,
incinerated or pulped so they cannot be reconstructed.

« The Council will have documented procedures for the destruction of electronic
media. These will require:

o All cardholder data on electronic media must be rendered unrecoverable
when deleted e.g. through degaussing or electronically wiped using
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military grade secure deletion processes or the physical destruction of
the media;

o I secure wipe programs are used, the process must define the industry
accepted standards followed for secure deletion.

« All cardholder information awaiting destruction must be held in lockable storage
containers clearly marked “To Be Shredded” - access to these containers must
be resfricted.

9, Security Awareness and Procedures

The policies and procedures outlined below must be incorporated into company
practice to maintain a high level of security awareness. The protection of sensitive
data demands regular training of all employees and contractors.

« Review handling procedures for sensitive information and hold perodic security
awareness meetings fo incorporate these procedures into day to day company
practice.

« [istribute this security policy document to all company employees to read. It is
required that all employees confirm that they understand the content of this
security policy document by signing an acknowledgement form (see Appendix
A

« All employees that handle sensitive information will undergo background
checks (such as ciminal and credit record checks, within the limits of the local
law) before they commence their employment with the Council.

« All thind parties with access to credit card account numbers are coniraciually
obligated to comply with card association security standards (FCI/DSS).

« Company security policies must be reviewed annually and updated as needed.

10. Credit Card (PCI) Security Incident Response Plan

The Council PClI Security Incident Response Team (PC| Response Team) is
comprised of the Information Security Officer and Merchant Services. The Council PCl
security incident response plan is as follows:

1. Each department must report an incident to the Information Security Officer
(preferably) or to another member of the PCI Response Team.

2. That member of the team receiving the report will advise the PCI
Fesponse Team of the incident.

3. The PCI| Response Team will investigate the incident and assist the
potentially compromised depariment in limiting the exposure of
cardholder data and in mitigating the risks associated with the incident.

4. The PCI Response Team will resolve the problem to the satisfaction of all
parties involved, including reporiing the incident and findings to the
appropriate paries (credit card associations, credit card processors, etc.)
a5 Necessary.

f. The PCI Response Team will determing if policies and processes need

8
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to be vpdated to avoid a similar incident in the fulure, and whether
additional safeguards are required in the environment where the incident
occurred, or for the institution.

The Council PCI Security Incident Response Team (or equivalent in your
organisation):

[Town Clerk

Office Manager

Senior Policy and Data
Compliance Monitoring Officer
Finance Officer

Collections & Merchant
Senvices

Bisk Manager

Information Security PCI Incident Response Procedures:

« A depariment that reasonably believes it may have an account breach, or

P & R Committee
Date: 18.09.18.

a

breach of cardholder information or of systems related to the PCI environment
in general, must inform the Council PCI Incident Response Team. After being
notified of a compromise, the PCI Response Team, along with other designated
staff, will implement the PC| Incident Response Plan to assist and augment

departments’ response plans.
Incident Response Notification
Escalation Members:

Escalation — First Level:
Information Security
Officer Controller
Executive Project Director for Credit Collections and Merchant
Semvices Legal Counsel
Risk Manager
Director of the Council Communications

Escalation — Second Level:
Chairman of the Council
Execuiive Cabinet
Internal Audit
Auwxiliary members as needed

Extermal Contacts (as needed)
Merchant
Provider Card
Erands

Information Security Policy v1 DRAFT
For Approval P&R 092018
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Internet Service Provider (if applicable)

Internet Service Provider of Intruder (if

applicable) Communication Carriers ({local

and long distance) Business Partners

Insurance Carrier

External Response Team as applicable (CERT Coordination
Centre_1, etc) Law Enforcement Agencies as applicable inn
local jurisdiction

In response to a systems compromise, the PCI Response Team and designees will:

1. Ensure compromised system/s is isolated onffrom the networlk.

2. Gather, review and analyse the logs and related information from various

ceniral and local safeguards and security controls

Conduct appropriate forensic analysis of compromised system.

Contact internal and external depariments and entities as appropriaie.

Make forensic and log analysis available to appropriate law enforcement or card

industry security personnel, as required.

6. Assist law enforcement and card industry security personnel in investigative
processes, including in prosecutions.

;s

The credit card companies have individually speciiic requirements that the
Fesponse Team must address in reporting suspected or confirmed breaches of
cardholder data. See Appendix Bfor these requirements.

Incident Response notifications to various card schemes

1. Inthe event of a suspected security breach, alert the information security officer
ar your line manager immediately.

2. The Senior Policy and Data Compliance Monitoring Officer and/or the Finance
Officer will carry out an initial investigation of the suspected security breach.

3. Upon confirmation that a security breach has occurred, the Senior Policy and
Data Compliance Monitoring Officer will alert management and begin informing
all relevant parties that may be affected by the compromise.

11. Transfer of Sensitive Information Policy

» All third-party companies providing critical services to the Council must provide
an agreed Senvice Level Agreement.

» All third-party companies providing hosting facilities must comply with the
Council's Physical Security and Access Control Policy.

« All third-party companies which have access to Card Holder information must

1. Adhere to the PCI D335 security requirements.
2. Acknowledge their responsibility for securing the Card Holder data.

Information Security Policy v1 DRAFT
For Approval P&R 092018

11



Saltash Town Council Public reports pack Meeting: P & R Committee
Date: 18.09.18.

STC Policy/Procedure
DRAFT

3. Acknowledge that the Card Holder data must only be used for assisting the
completion of a transaction, supporting a loyalty program, providing a fraud
conftrol service or far uses specifically required by law.

4. Have appropriate provisions for business continuity in the event of a major
disruption, disaster or failure.

5. Provide full cooperation and access to conduct a thorough security review
after a security intrusion by a Payment Card industry representative, or a
Fayment Card industry approved third party.

12.User Access Management

» Access to Company is controlled through a formal user registration process
beginning with a formal notification from HR or from a line manager.

« Each user is identified by a unique user 1D s0 that users can be linked to and
made responsible for their actions. The use of group 105 is only permitied where
they are suitable for the work carried out.

« There is a standard level of access; other services can be accessed when
specifically authorized by HR/line management.

« The job function of the user decides the level of access the employee has to
cardholder data

« A request for service must be made in writing (email or hard copy) by the
newcomer's line manager or by HE. The request is free format, but must state:

Mame of person making request;

Job title of the newcomers and workgroup;

Start date;

Services required (default services are: M3 Outlook, M5 Office and Internet
Access).

« Each user will be given a copy of their new user form to provide a written
statement of their access rights, signed by an IT representative after their
induction procedure. The user signs the form indicating that they understand
the conditions of access.

« Access o all the Council systems is provided by IT and can only be started
after proper procedures are completed.

« Assoon as an individual leaves the Council employment, all their system logons
must be immediately revoked.

« Aspart of the employee termination process HR (or line managers in the case
of contractors) will inform IT operations of all leavers and their date of leaving.

13. Access Control Policy

« Access Control systems are in place to protect the interests of all users of the
Council computer systems by providing a safe, secure and readily accessible
environment in which to work.

11
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» The Council will provide all employees and other users with the information they
need to carry out their responsibilities in an as effective and efficient manner as
possible.

« Generic or group IDs shall not normally be permitted but may be granted under
exceptional circumstances if sufficient other controls on access are in place.

« The allocation of privilege rights (e.g. local administrator, domain administrator,
super-user, root access) shall be restricied and controlled, and authorization
provided jointly by the system owner and IT Services. The IT Consultant shall
guard against issuing privilege rights to entire teams to prevent loss of
confidentiality.

»  Access rights will be accorded following the principles of least privilege and
need to know.

« Every user should attempt to maintain the security of data at its classified level
even if technical security mechanisms fail or are absent.

» Users electing to place information on digital media or storage devices or
maintaining a separate database must only do so where such an action is in
accord with the data's classification.

» Users are obligated to report instances of non-compliance fo the Council CIS0.

» Access fo the Council IT resources and services will be given through the
provision of a unique Active Directory account and complex password.

« Mo access to any the Council IT resources and services will be provided without
prior authentication and authorization of a user's the Council Windows Active
Directory account.

« Password issuing, strength requirements, changing and control will be
managed through formal processes. Password length, complexity and
expiration times will be controlled through Windows Active Directory Group
Policy Cbjects.

» Access to Confidential, Restricted and Protected information will be limited to
authorised persons whose job responsibilities require it, as determined by the
data owner or their designated representative. Requests for access permission
to be granted, changed or revoked must be made in writing.

+ Users are expected to become familiar with and abide by the Council policies,
standards and guidelines for appropriate and acceptable usage of the networks
and systems.

« Access for remote users shall be subject to authorization by their Line Manager
and be provided in accordance with the Remote Access Policy and the
Information Security Folicy. No uncontrolled external access shall be permitted
to any network device or networked system.

» Access to data is variously and appropriately controlled according to the data
classification levels described in the Information Security Management Policy.

 Access control methods include logon access rights, Windows share and NTFS
permissions, wser account privileges, server and workstation access rights,

12
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firewall permissions, |15 intranet/extranet authentication rights, SOL database
rights, isolated networks and other methods as necessary.
A formal process shall be conducted at regular intervals by system owners and

data owners in conjunction with the IT Consultant to review users’ access rights.

The review shall be logged, and Line Manager shall sign off the review to give
authority for users’ confinued access rights.

13
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Appendix A; Agreement to Comply Form — Agreement to Comply with Information
Security Policies

Employee Name (printed)

Department

| agree to take all reasonable precautions to assure that company internal information,
ar information that has been entrusted to the Council by third parties such as
customers, will not be disclosed to unauthorised persons. At the end of my
employment or contract with the Council, | agree to returmn all information to which |
have had access as a result of my position. | understand that | am not authorised to
use sensitive information for my own purposes, nor am | at liberty to provide this
information to third parties without the express written consent of the internal manager
who is the designated information owner.

| have access to a copy of the Information Security Policies, | have read and
understand these policies, and | understand how it impacts my job. As a condition of
continued employment, | agree o abide by the policies and other requirements found
in the Council security palicy. | understand that non-compliance will be cause for
disciplinary action up to and including dismissal, and perhaps criminal andfor civil
penaliies.

| also agree to promptly report all violations or suspected violations of information
security policies to the designated secunty officer.

Employee Signature

Date

14
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Appendix B: Credit/Debit Card Security Incident Reporting
VISA Steps

If the data security compromise involves credit card account numbers, implement
the following procedure:

+  Shut down any systems or processes involved in the breach to limit the extent
and prevent further exposure.

» Alert all affected parties and authorities such as the Merchant Bank (your
Bank), Visa Fraud Confrol, and the law enforcement.

« Provide details of all compromised or potentially compromised card numbers
to Visa Fraud Control within 24 hrs.

+« For more Information visit:

http:fusa_visa.com/business/accepting_visalops_nisk_management/cisp_if_
compromised. himl

Visa Incident Report Template

This report must be provided to VISA within 14 days after initial report of incident
to VISA. The following report content and standards must be followed when
completing the incident report. Incident report must be securely distributed to
VISA and Merchant Bank. Visa will classify the report as “VISA Secret” *.

a. Execufive Summary
i. Include overview of the incident
i. Include RISK Level (High, Medium, Low)
iii. Determing if compromise has been
contained
b. Background

c. Initial Analysis
d. Investigative Procedures
i. Include forensic tools wsed during
investigation
g. Findings

i.  Mumber of accounts at rick, identify those stores and compromised
ii. Type of account information at risk
iii. Identity ALL systems analysed. Include the following:

« Domain Mame System (DMNS) names
+ [nternet Protocol (IP) addresses
« Operating System (OS] version
« Function of system(s)
iv. Identify ALL compromized systems. Include the following:
« DN3S names
» |F addresses
» O3 version
* Function of System(s)
v.  Timeframe of compromise

15
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vi.  Any data exported by intruder
vii.  Establish how and source of compromise
viii. Check all potential database locations to ensure that no CVV2, Track
1 or Track 2 data is stored anywhere, whether encrypitad or
unencrypted {e.g., duplicate or backup tables or databases, databases
used in development, stage or testing environments, data on software
engineers’ machines, etc.)
ix. If applicable, review VizaMet endpoint security and determine risk
. Compromised Entity Action
0. Recommendations
h. Contact(s) at entity and security assessor performing investigation

*This classification applies to the most sensitive business information, which is
intended for use within VISA. Its unauthorized disclosure could seriously and

adversely impact VISA, its employees, member banks, business pariners, and/or
the Brand.

MasterCard Steps:

a. Within 24 hours of an account compromise event, notify the MasterCard
Compromised Account Team via phone at 1-636-722-4100.

b. Provide a detailed written statement of fact about the account compromise
(including the contributing circumstances) via secured e-mail to
compromised_account_teami@mastercard.com.

c. Provide the MasterCard Merchant Fraud Control Department with a complete
list of all known compromised account numbers.

d. Within 72 hours of knowledge of a suspected account compromise, engage
the services of a data security firm acceptable to MasterCard to assess the
vulnerability of the compromised data and related systems (such as detailed
forensics evaluation).

e. Provide weekly written status reporis to MasterCard, addressing open
guestions and issues until the audit is complete to the satisfaction of
MasterCard.

T Prompily furnish updated lists of potential or known compromised account
numbers, additional documentation, and other information that
MasterCard may request.

0. Provide finding of all audits and investigations to the MasterCard Merchant
Fraud Control depariment within the required time frame and continue fo
address any outstanding exposure or recommendation until resolved to the
satisfaction of MasterCard.

Once MasterCard obiains the details of the account data compromise and the list of
compromised account numbers, MasterCard will:

1. Idenfify the issuers of the accounts that were suspected to have been
compromised and group all known accounts under the respective parent
member IDs.
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2. Distribute the account number data to its respective issuers.

Emplovees of The Council will be expected to report to the security officer for any
security related issues. The role of the security officer is to effectively
communicate all security policies and proceduras to employesas within The
Council and contractors. In addition to this, the security officer will oversee the
scheduling of security training sessions, monitor and enforce the security policies
outlined in both this document and at the training sessions and finally, oversee

the implantation of the incident response plan in the event of a sensitive data
Compromise.

Discover Card Steps

a. Within 24 hours of an account compromise event, nofify Discover Fraud
Frevention at (300) 347-3102

b. Prepare a detailed written statement of fact about the account compromise
including the contributing circumstances

c. Prepare a list of all known compromised account numbers

d. Obtain additional specific requirements from Discover Card

American Express Steps

a. Within 24 hours of an account compromise event, nofify American
Express Merchant Services at (800) 525-5200 in the U_5.

b. Prepare a detailed written statement of fact about the account compromise
including the contributing circumstances

c. Prepare a list of all known compromised account numbears Obtain additional
specific requirements from American Express

Appendix C: List of Devices

Asset/Device Name Description “""“"'ﬂ"fs';‘r““""d Location

Information Security Policy v1 DRAFT
For Approval P&R 092018
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Appendix D — list of abbreviations

CDE Cardholder Data Environment
FOS5 FPoint of Sale
ASV  Approved Scanning Vendor

Information Security Policy v1 DRAFT
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PCl  Payment Card Industry

33C Security Standards Council

FAM  Permanent Account Mumber

D35 Digital Security Standard

AES  Advanced Encryption Standard

PGF Pretty Good Privacy Encryption Program
IFSEC Internet Protocol Security

CISO Chief Information Security Officer

19
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1. Policy/Procedure Background

This document sets out a clear and structured procedure for grant applications
being submitted to Saltash Town Council.

This procedure is prepared in accordance with the Town Council’s new paolicy on
grants.

Saltash Town Council is committed to support a range of causes each year within
a limited budget. It is therefore imperative that the Town Council has in place an
established method of scrutinising grant applications to ensure it uses its budget to
the best possible efiect.

2. Policy Statement

A grant or subsidy is any payment made by Saltash Town Council to be used by
an organisation specific purpose in the furtherance of the well-being of the
community, either generally, or for a specific purpose and which is not directly
controlled or administered by Saltash Town Council. The purpose of any grant or
subsidy given by Saltash Town Council is to support initiatives in the local
community and to help create opportunities for the residents of Saltash that are
not, as a matter of course, funded by Saltash Town Council or Cormwall Council.

J. Application principles

1. Applications must be fully completed and assessed against a set of criteria
laid down by members of Saltash Town Council.

2. If an application is refused by the Committee, then an appeal procedure can
be implemented under certain circumstances and within a set deadline.

3. If an application is:
a. not called in by a relevant number of Town Councillors
b, is refused on appeal
c. is mot appealed within the deadline set or
d.  has been tumed down by members at a previous Committee meeting

then a new requestre-application or a request of & similar nature will
automatically be turned down for a period of not less than 12 months' time
from the date the previous application was turned down without the ability to
appeal.

%]
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4. Application process

Application submitted — reviewed by
Chairman of P&R

Refusal Motice issued To Committee

Committee refusal Committee support

Appeal procedure

Mo appeal or Successiul
appeal refused appealfcalled in

Application
submitted to
commities

Application

Application refused Pl

Mo further application permitted
for 12 months

ranis Policy DRAFT 082018
Version 2
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Application Submitted

Applications should be made using the Grant application form (Appendix 1). Applicants
should ensure that all relevant documents are included or there may be a delay to the
application being considerad. It is the responsibility of the applicant to ensure that the
application is submitted 20 working days before the meeting of the Policy and
Resources Committee. Successful applicants will be expected to clearly acknowledge
the support of the Town Council on publicity material and sufficient fime to undertake
this should be factored in when submitting the application.

Application reviewed by Chairman of Policy and Resources Committee!

The application will be reviewed by the Chairman of Policy and Resources Commiites
against the eligibility criteria (listed in this document) and will either notify the applicant
of refusal with details of the appeal procedure or submit it to the next available meeting
of the Policy and Resources Committee.

Chairman of Policy and Resources Committee Refusal

When an application is refused by the Chairman of Policy and Resources Committes
the applicant will be notified immediately and given 30 days to appeal. Members of the
Folicy and Resources Committee will also be notified who may choose to call in the
application themselves.

Appeal procedure

Following notification of refusal, applicants have 30 days to appeal in writing. Within
this period a member of the Policy and Resources Committze may request that the
application is called in.

Mo appeal or appeal refused

Appeals will be considered by the Chairman of the Policy and Resources Committee.
Where no appeal is received this will be noted on the application form.

Successful appeal or call in

Where an appeal is successful or a member of the committee has called the
application in, it will be submitted to the next available meeting of the Policy and
Resources Committee.

Restrictions on re-applications

Applications that have been refused by the Chairman of the Policy and Resources
Committee, the Policy and Resources Committee or that have not been appealed after
30 days will be closed. Applicants may not apply for a grant for the same or similar
scheme until 12 months from the date of closure.

I Chairman unavailable Vice Chairman will undertake all roles outlined in this document

e
Grants Policy DRAFT 032018
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Chairman of the Policy and Resources Committee Support

Where the Committes Chairman considers the application is valid and meets required
criteria the application will be placed on the agenda for the next Policy and Besources
meeting.

Application submitted to committee

The Policy and Resources Committee will consider applications at the next available
meeting. The applicants may be invited to attend the meeting to answer quastions and
will be given at least five working days' notice. If an applicant is unable to attend the
Committee Chairman may defer the application to a future meeting.

Application successful

Successiul applicants will be advised in writing and given two months to apply for
funding to be released. Any conditions placed on the funding will have to be met befare
funds are released. If the applicant wishes to extend this period the request should be
put in writing which will pass this to the Committee Chairman for a decision.

Application refused

If an application has been heard by the Policy and Resources Committes and been
refused, the applicant cannot reapply or submit a further grant request for the same or
a similar project for a period of 12 months. Any application received will be
automatically rejected without appeal or the option for 8 member to call in the
application.

h. Types of grant and funding limits

Saltash Town Council has two separate funds available to the local community. To
enable a5 many organisations as possible to benefit from the grants, there will only be
one grant per organisation permitted in any 12-month period.

The Community Chest supports small scale community projects intended to improve
the town environment to strengthen the community fabric or the common economy of
the town.

The Festivals Fund supports larger events that are free, 6 to 7-hour long events likely
to attract several thousand people.

Both funds have a cap on the amount which can be awarded:
The Community Chest grant will not exceed £1000.

The Festivals Fund grant will not exceed £1000 per day up fo a maximum of three
days per event.

6. Mormal Eligibility Criteria
This section outlines the normal criteria organisations have to fulfil for grants.

a. Mandatory requirements

Grants Policy DRAFT 082013
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All of the following requirements must be met by applicants. Where they are not
met a clear reason should be given in writing with the application.

iv.

Vi
vii.

viii.

Copies of the most recent bank statements must be provided

Public Liability Insurance Cerificates are required for any evenis or
projects

If staff will be involved Employee Liability Insurance Cerificates are
required

Buildings Insurance will be required if an application relates to funding
towards this purpose

Full contact details for the applicant as well as any registered address
for the organisation should be supplied

A copy of the constitution for the organisation should be included
Applicants may be required to attend a meeting to answer questions on
the application or make a presentation

Match funding is extremely important and the applicant needs fo
demonstrate that this is in the process of being sought or is already in
place.

All successiul applications will be required to provide receipts and
supporting documents after the event and return to the Town Council
any unused grant awarded.

b. Key Priority Areas
Grants may be given for projects that fit into one or more of the following areas:

Vi
vii.
Vi

The promotion of tourism and leisure for both residents and visitors to
the area with a community focus

Supporting local safety campaigns

Enhance existing events

Promote pride in the community

Highlight important local issues/history/culture to local residents and
students

Fromote a sports -related initiative or event

Increases visitors to Saltash and improves the local economy

FPromotes environmental issues which improve the local area

7. Applications that will not be eligible
The Town Council will not consider applications for or from the following except in
exceptional circumstances:

~Fa-ea0 oD

Statutory services

Expeditions or frips

Replacement for statutory funding
Bursaries or scholarships

Projects outside of Saltash

Individuals

Hospitality

Mational Charities

Salaries or routine administration costs

Grants Policy DRAFT 082018
Version 2
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j. “Upward funders"-local groups who send fundraising to central
headguarters for redistribution

k. Private organisations operating as a business to generate a profit or
surplus

|. Cost of routine maintenance and repair of equipment

m. Projects with party political links

Crganisations intending to support or oppose any paricular political

party or to discriminate on any grounds

Projects which discriminate on any grounds

Projects which do not benefit the Saltash community at large

“Branches” that could be funded by the main organisation

Buildings that are uninsured

A project that competes or conflicts with any service, project or event

being supporied, organised or funded by the Town Council

1. Applications from organisations with substantial and allocated resources
will not be considered a prionty for funding and will usually be
unsuccessiul

u. Applications will not normally be considered from national organisations
or local groups with access to funds from national “umbrella® or “parent”
arganisations, unless funds are not available from their national bodies,
or the funds available are inadequate for a specified project.

=

w S aT o

8. Guidelines for Grant Applications and Further Information

a. In most cases, if a grant has been successful in the past, then there will
be a limit to the number of times the same or similar grant can be
requested again.

b. If an organisation {or a subgroup of the same organisation) is successful
in obtaining a grant in one financial year, it is unlikely it will receive
another grant for a period of not less than 23 months.

c. It is a condition of any grant application that the group or project must
bring direct benefit to the residents of Saltash. All applications must
clearly demonstrate how this will be achieved.

d. Application forms are available from the Guildhall or from the Town
Council website. Application forms must be submitted along with the
latest set of the group's accounts. It is important that all questions on the
application form are fully answered and that any appropriate additional
information, which supports an application, is provided at the fime of
submission.

e Applications cannot be made retrospectively.

The scheme provides stari-up awards for new as well as grants for

existing organisations. Applications will be considered for day-to-day

running expenses and individual projects.

g. Saltash Town Council will only grant aid to churches for parish clocks
and possibly for environmental purposes. Church Halls can also be grant
gided if they ars used by the community.

—h
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h. Schools will only be grant aided for environmental purposes or if, in the
opinion of Saltash Town Council, their application is for the benefit of the
wider community. The project must also be in addition to statutory
Sernvices.

i. Applications from education, health or social service establishments will
be considered where the organisation can demonstrate that it is working
in partnership with other groups and where there are benefits to the wider
community within the parish. The project must also be in addition to
statutory senvices.

J.  Grant applications will be considered against the following criteria:

i. mesting the priorities are set out above
ii. meefing an identified need
iii. wiability of the project
iv. the majority of those benefiting our residents of the town

k. Saltash Town Council reserves the right to reclaim the grant in the event

of it not being used for the purpose specified on the application form.

Grants will not be awarded retrospectively.

m. A grant must only be used for the purpose for which it was awarded.
Written approval must be obtained from the Town Council in advance for
a change in use of grant money.

n. Any underspent poriion of the grant must be retumed to Saltash Town
Council within 12 months of the award.

0. Where equipment has been purchased using grant funding and is going
to be disposed of the Town Council should be given the opportunity to
have the items returned to them so that they mest may be offered to
other eligible organisations.

p. Administration of and accounting for the grant is the responsibility of the
recipient.

Q. The Town Council reserves the right to request any further information
that it deems necessary to assist the decision-making process. Account
will be taken of the amount and frequency of previous awards and of the
extent to which funding has been sought or secured from other sources
or own fundraising activities.

r. In the case of grant awarded for projects for which additional grant
funding is to be sought to enable the project proceed, the funds approved
will anly be available to the arganisation when all other funding is in
place/secured subject to a time limit of 12 months from date of approval.
After this 12 monih period the applicant should submit in writing a full
update, reasons for the delay and a request to extend the period of the
grant. Requests will be considered by the Policy and Resources
Commitiee following review by the Chairman.

5. Organisation seeking funds for buildings must demonstrate a reasonable
security of tenure in the relevant property.

t. The size of any grant awarded is at the discretion of the Policy and
Fesources Committee.

Grants Policy DRAFT 082013
Version 2
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u. All awards are made subject to any additional conditions and
requirements as deemed appropriate by the Policy and Resources
Committee.

v.  The Town Council reserves the right to refuse any application considered
inappropriate or not meeting the objectives of the Council.

9. Banking Arrangements
Organisations should have a bank account in the name of the organisation with at
least two authorised representatives required to sign a cheque.

10. Chairman Refusal

This section provides details of possible reasons for the Chairman of the Policy
and Resources Committee refusing an application. It is not an exhawstive list and
attempts to provide clarity over some of the topics which are considered:

a. Application does not meet the eligibility criteria

b. Application is not complete

Further information requested on an application has not been received in

good time and no-communication has been achieved with the applicant

Standard mandatory reguirements are not in place/being met

Does not fit in with the Key Prionties of the Town Council

Similar applications have been rejected

Following an established precedent

Such an application would set an unfair or unsustainable precedent for

future applications of a similar nature

i. The project is considered too high risk for public funds to be contributed
toit

J.  The business case is considered flawed or unsustainable (if appropriate)

k. The Town Council does not hold any more funding for granis and there
are no suitable reserves that could be utilised

I.  Any other relevant reason(s) which are considered important enough to
warrant refusal to safequard the Town Council and the local public funds.

o

Sa oo

11. Automatic Refusal
An application will automatically be refused with no appeal rights if it is an
application for the same or is similar to a previously refused application and
has been submitted within the 12 months following the refusal (same
applicant‘organisation/family ).

12. Appeals Procedure
a. The Appeals Procedure is only available to applicants at the initial stages of the
process whereby an officer has issued an “Officer Refusal Motice™ The
applicant has 30 days from the date of the “Officer Refusal Notice” to apply for
an appeal to the decision, imespective of when the applicant receives the Notice
(which may be via email or in the posi).
b. To appeal, the applicant needs to do any of the following:

10
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i. answer and justify any observations made to the satisfaction of the officer
ii. provide information which is required by the officer
iii. putforeard a strong case for an officer to re-view the decision taken
iv. give further clarification on how the application meets the normal
qualifying criteria
c. An officer will take any appeal requests deemed valid fo the committes

Chaiman/Vice Chairman to obtain approval to progress the application fo
committee or to refuse the appeal.

d. Applicants, who are appealing under 11b, must make sure they comectly justify

why their project does meet the normal criteria and does not conflict with any
of the Town Council's strateqgies.

Appendix 1: Grant Application Form (attached)
Appendix 2: Definition of a Voluntary Community Organisation

Appendix 3: Application scoring matrix
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Appendix 2

Definition of Voluntary / Community Organisation

For the purposes of Saltash Town Council’s Community Grants Scheme, a voluntary
ar community organisation is:

1. Formal. It has a formally-constituted character (excludes informal groups,
households, families and friends) and may be a company limited by
guaraniee, a housing association, an unincorporated association, a fiendly
society, etc.

2. Private. Itis not a part of government, established by statute or royal charter,
or under a subsiantial degree of executive control by government (excludes
universities and non-depariment public bodies); it may include consoriia
composed of local authorities and others (e.g. local regeneration and
development bodies), if the consortium is formally constituted and, at the very
least, given a name

3. Self-governing. i has its own decision-making system and usually a formal
constitution with procedures for accountability to independent trustees or its
own members or constituents (e.q., excludes any so-called “self-help groups™
which are in fact directly run by clinicians)

4 Mon-profit-making and distributing. It does not distribute any surpluses to
owners or members but spends them on serving its basic purpose (excludes
commercial concerns but includes organisations which charge users or the
public for services, underiake contracts for statutory bodies or operate
commercial subsidiaries which trade and fransfer profits to parent
arganisations)

5. Non-political. It is not engaged in supporting candidates for political office
(excludes political parties but includes campaigning and pressure groups,
even though they are not eligible for charitable status e.g. Greenpeace, Child
Foverty Action Group)

6. Voluntary. It has an element of involvement of volunteers (some voluntary
and community organisations appear to be entirely reliant on paid staff,
however, their trustees or committee members are, in fact, their only
volunteers).

While this definition applies to formal organisations (those with constitutions or rules
and which probably are registered with the Charity Commission, local authority or
intermediary bodies, etc ), less-formal groups based in neighbourhoods or local
communities are not necessarily excluded.

12
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Appendix 3
Application scoring matrix
Key Priority Areas

Grants may be given for projects that fit into one or more of the following
areas:

The promotion of tourism and leisure for both residents and
1 visitors to the area with a community focus

Supporting local safety campaigns

2
3 Enhance existing events
4 Promote pride in the community

Highlight important local issues/history/culture to local
b residents and students

[i] Promote a sports -related initiative or event

Increases visitors to Saltash and improves the local economy

7
g Promotes environmental issues which improve the local area
Total
Scoring:
LI] Does not meet criteria
1 Partially meets criteria
2 Meets criteria
Applications must score a minimum of to be eligible to

receive grant funding

(%]
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Agenda No. 19b

APPLICATIONS TO COMMUNITY CHEST -

The application form says bids will be assessed on:

Strength of the project — how much it contributes to the general good of Saltash. (Applications that support Saltash
Gateway's Community Development Flan, or STC priority areas such as: improving Fore St; improving community safety;

improving play provision will be preferred). 4 pis max
Sustainability of the project — what long term benefits it offers 2 prs max
Track record {as indicated by e.g. membership, most recent accounts, annual reports, previous projects, support from other
people/organisations, evidence of partnership projects) 1 pr max
Cost-effectiveness (shown by e.g. alternative approaches, competitive guotes etc) (Value for money) 1 pr max

What contribution the applicant/others are making to the project 1 prmax

What benefits it offers Saltash Town Council (in terms of publicity for the scheme, or support for events or projects
invalving the Town Council). Applicants will be expected to show on their application how they will publicise Saltash
Community Chest (in order to encourage others to apply). 1 pr max

Applicant __ Project Amount Applied Received

34
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‘Saltash Town Council

Grant Application Form

DATE APPLICATION SUBMITTED: |

IContact Name:

Position:

IOrganisation:

IContact Address:

Telephone Number:

E-mail:

Status of Organisation:

Charity/Company Charity No:
number
(if applicable) Company No:

Are there any Members of
Saltash Town Council on
your Committee?

(if 0, pleas= list them)

at geographical area
s your organisation

How long has your Less than one year
rganisation been in
xistence? Between one and five years

More than five years

35
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Please note that you may be required to attend a mesting of the Paolicy and Resources
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Committee to answer gquestions on your application.

1.  Crganlzation Background

Meeting: P & R Committee

Date
Applied

Project

Bt
A pplied for

Successiu
YN

Have you applied for or a
jgrant from Saltash Town
[Council within the last 3
[fears?

[Please list — continue on a
separate sheet if necessary)

Please list the aims and
objectives of your
organisation

What are the main
activities of  your
lorganisation?

Date: 18.09.18.
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Wag | M oar
[

Is this 3 retrospective grant spelicstion?

Are you part of 3 religious group?

If applicatian is for a Church — is it for anything other than a pansh clock,
Cormmunity Hall {used by all within the community) or environmenial
purposes?

If application is for 8 Schood — Is & for amything other than

ervinanmentsl purposes or 3 project that does not bensfit the wider
cormmunity and is not in addition fo statutory services?

If application is from an Education, health or social s=mvice
establishment — do youw work in partnership with other groups?

If application is from an Education, health or social semnvice
establishment — is project in addition 1o statutony semvices?
2. Your project

Etam Date ! i
Project
[ Finieh CEta 7 !
Total Cost t
=rant Applied For E

Project title:

Description  of project
{pleas=  continue om &

separaie shest if
neceseany):

¥Where will the
projectfactivity take place?
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[Whao will benefit from the
project ?

{What groups will benafit and
approamately how many
p=ople will benefit in fotal)

[What evidence do you have
that this project is required?
HThis might ke sursey work or
statistical evidence)

(What support have you
received for this project?
Fleaze tell us abaut any
=xpressions of support you
hawe recaived from autside
[VOUr arganisation)

How will the project be
E:anage:l and how will you
Sasure its success?

Please give the timescale
land key milestones for your
project, including a start date
land finish date.
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What arrangements do you
hawe in place to ensure
safeguarding of children and
Vor young people andlor
(rulnerable people
{applicable only F youwr
project involves working with
thiis client growp)

3. How you will pay for your project.

‘What will the money be spent on?
{Provids a full breakdown of praject cosi(s)
wdeniifying what costs) this grant would be
spent on}

Please list any applications you have made for funding from other organisations
in the table below:

N Applied Granted
Organisation E“"hh“?g;‘ Sought | heace fick as | (please fick as

appropriate) appropriate)

Please confirm if the bank account youw project is using
i5 in the projects namedorganisation name with 2
authorsed representaiives reguired o0 sign each
chegus?
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4.  Further information enclosed Checklist.

Enclosad
iplease fick)

A copy of your organisation’s most recent bank statements
mandstory]

(Copies of all relevant Employer's, Building & Public Lizbility|
Insurance Certificates & Title Deeds if appropriate (mandstony)

A letter head showing the organisation’s address and contact
[details

A copy of your constitufion and articles of association (or similar
documents if the abowe do not exist, showing the organisation’s
status)

A copy of your organisation’s latest set of accounting
staterments (if any exist)

ICopies of any letters of support for your project

OEhar | pleass list)

If any of the abowe documents have not been enclosed, please give reasons why in the
bz below:
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3. Declaration by the applicant

lfwe declare that, to the best of rmp'our belef, the information given on this application
form and in any enclosed supporing docwment is cornsct

lfwwe declare that, liwie have read the Town Councd's Grant Policy and belisve to the best
of our knowiledpe, that we meet the criteria set cut by the Policy.

lfwe sccapd the following:

(i that any false information we provids, even if provided in good faith, may lead
o the withdrawaal of the grant offered,

(il that amy grant offersd will b2 used only for the purposes set out i this
appdication and

(i1} that we will provide regoris on progress at the request of the Town Council

(iw} that should any grant offered, not be used i accordance with the termns and
conditions s2f by the Town Council, we underake on behslf of the organisation 1o
repay the outstanding amount to the Town Council on demand.

Please be sware that the decision as to whether you have besn successful in your
application wil be communicated to you shorly afier the relevant Council meeting.

Signed:

Print Mame{s):

Position{s):

Date:

Applicants should refer to the Privacy Motice on the Town Council Website
www.saltash.govouk for details on how we use your data.

COMPLETED FORMS SHOULD BE RETURMED TO:
The Town Clerk, Salash Town Council,

The Guildhall, 12 Lower Fore Street, Saltash PL12 X
Email: =nquirie=i@salash gow.uk
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Saltash Town Council

Annual Governance Statement 2018/19

Scope of Responsibility

Saltash Town Council is responsible for ensuring that its business is conducted in
accordance with the law and proper standards, and that public money is safeguarded
and properly accounted for.

The Council also has a duty under the Local Government Act 1999 to make
arrangements to secure continuous improvement in the way in which its functions are
exercised having regard to @ combination of economy, efficiency and effectivenass.

Purpose of the Governance Framework

The governance framework im force during the year comprises the systems and
processes, cultures and values by which the council is directed and controlled.
It enables the council to:

- define the roles of Members and Oifficers so that each has clearly defined
functions and roles

uphold high standards of conduct for Members, Officers and Stafi.
provide procedures to ensure effective scrutiny

provide a medium for communication with the public

meet all legal requirements including those as an employer

provide a System of Internal Control.

Purpose of the System of Internal Control

The system of internal financial control can provide reasonable and not absolute
assurance that assets are safeguarded, sales and purchases are properly recorded,
that all fransactions are authorised and correctly recorded and that any matenal errors
or imeqularities are either prevented or would be detected within a timely period.

The system of financial control is based on a framework of regular management
information, financial requlations, administrative procedures (including segregation of
duties), management, supervision and a policy of delegation and accountability. The
system is reviewed regularly.

The Governance Framework

Review, development and maintenance of the internal control system are undertaken
by staff and members within the Council and by the external auditors in the annual
audit letter and other reporis. In paricular, the system includes:

- comprehensive budgeting and costing systems
- circulation of regular financial reports which indicate actual expenditure

-
4
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against budget forecasts
- clearly defined capital and revenue

The Town Council has adopted a policy of submitting to the Policy and Resources
committes and Full Council a detailed report of the work of the internal auditor during
the year.

Anti-Fraud & Cormuption Strategy

An Anti-Fraud and Corrupfion Strategy has been approved by Council, including in it
the relevant provisions of the Public Interest Disclosure Act 1998,

Member and Employee Protocol
This defines the responsibilities of the parties.
Protocol for Delegation of Financial Responsibility

The Town Council regularty reviews and amends its approved Protocol for Delegation
of Financial Responsibility detailing levels of financial responsibility.

Thresholds for Tenders and Quotations

The Town Council has an agreed threshold for Quotations and Tenders within its
Financial Standing Orders.

Risk Assessments

An annual internal audit business risk assessment is conducted by
The Chairman of the Policy and Resources Commitiee.

Processes/ICQs

Written processes for all aspects of the Town Council’s finance operations is in place.
Review of Effectiveness

The Town Council has responsibility for conducting, at least annually, a review of the
Govermnance Framework and the system of internal control. This review is carmied out
by the Chairman of Policy and Resources and the Clerk.

Significant Governance Issues

Mo significant Governance or internal control issues have been identified.

Appropriate action would be taken to ensure that any such matters were addressed,
weaknesses eradicated and any systems revised.

3
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Approval of Statement

This statement was reviewed/amended during the year and approved at a meeting of
the Council held on 4th October 2018.

Signed... ...

Chairman of the Council

4
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Tender & Extended Agreement For WPS To Act As Brokers

At the pre-renewal meeting | mentioned that WFPS have engaged in a significant re-
tender of our Town Council Scheme with a wide insurance market. Effectively from
time to time we have had the request from individual Town Councils to review
alternative markets, but we felt that to{ obtain maximum leverage we did do a complete
re-tender of our entire Town Council Scheme with the widest possible insurance
market.

This exercise was completed earlier this year and with the leverage of in excess of
200 Town Councils we were able to maximise interest from markets based on rating
competitiveness, depth of policy coverage, security of insurer and claims and general
administration. We presented to over 15 individual insurers including the primary
Local Awuthority markets such as Allianz, Zurich, Axa, Ecclesiastical and
Travelers. This was then shortlisted to three insurers namely Aviva, M3 Amlin and
Royal & Sun Alliance and the decision was made to move our entire scheme facility
to Royal & Sun Alliance effective earlier this year.

In essence what this means for Saltash is that on expiry of your Long-Term Agreement
with Aviva (next year) we will be recommending transfer on expiring rate to Royal &
Sun Alliance with improved levels of coverage/sums insured and further continuity of
rating stability. The appointment of Royal & Sun Alliance on expiry next year will also
provide continuity for three years and total reassurance to Council that a complete and
detailed re-tender of their insurances has been made by WFPS based on the leverage
of the largest independent scheme of Town Councils in England and Wales.

My recommendation next vear of course will be to transfer to Royal & Sun Alliance
based on these facts but this year to re-engage with WFS for a further three years fo
coincide with the Long-Term Agreement with RSA effective from the renewal 10th
October 2019.

| hope this is in order and Council will formally agree to our proposal. Incidentally you
will be interested to leam that we have had in excess of 30 Town Councils that have
50 far this yvear had LTA's expiring with Aviva and each and every one have transferred
across to Royal & Sun Alliance.
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